
 

 

RSM CONSULTING MONTHLY ALERT 

Welcome to the RSM Consulting Monthly Alert covering 
the latest news on risk advisory and cybersecurity, 
transaction and valuation updates, IT trends and upcoming events. 
 

EXPOSED AND IN DANGER 
Many businesses remain vulnerable to new cyberthreats 
 
Patrick Lo, Partner and Head of Risk Advisory Services & 
Jason Yau, Partner, Technology and Management Consulting 
of RSM Hong Kong speak to South China Morning Post for the Special Report – 
HKEX 17th anniversary on the topic “Cybersecurity risks management”. 

 

  
“As recent events have shown, many companies still lag behind in dealing 

with emerging technology risks - particularly small-and medium sized 
enterprises (SMEs).  SMEs have limited resources and, with the fast pace 

of development, they are always concerned with the impact of their 
investments in technology on the companies’ profitability. This, very often, 

leafs to the SME not selecting the appropriate software for cost reasons, 
or significant delay in responding to the emergence of a new security risk.” 

 

  
Are companies complying with internal control reviews and providing disclosure about their practices? 
  
 The Hong Kong Stock Exchange has raised the requirement to disclose the company’s risk management system in 

the Corporate Governance Report and to set up an internal control function to a code provision from a 
recommended best practice in 2016. 

 All companies listed either in the Main Board or The Growth Enterprise Market are now required to comply with 
these provisions, or else they need to give an explanation in their Corporate Governance Report of the reasons for 
non-compliance. 

 Starting from 2015, many SME engaged an internal control consultant to assist the company to set up a proper risk 
management system to improve the company’s control of their business and operational risks, and to facilitate 
compliance with the above disclosure requirement. 

 With regards to the internal control review requirement, again many SME engaged external internal control 
consultants to carry out the internal audit function, as opposed to setting up an internal audit team from internal 
resources. 
 Overall, although the code provision does allow for non-compliance as long as the reasons for such non-

compliance are adequately disclosed in the Corporate Governance Report, we are not aware of many companies 
adopting this approach. 
 The majority of listed companies are in compliance with the internal control and risk management disclosure 

requirement, as evidenced in their 2016 annual reports. 
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 “As one of the leading accounting and consulting service providers in Hong 
Kong, RSM has invested significantly in this service area over the past year, as 
we have seen a significant increase in demand for IT and cybersecurity review 

services. In addition, major economies around the world have started or already 
enacted relevant cybersecurity laws or regulations to curb the potentially 

catastrophic damages that can be caused by cyberattacks on major 
infrastructure industries.”    What are the major risks in in enterprise risk management? 

  The major risks in enterprise risk management include information technology and 
data privacy, in particular cyberattacks are one of the most significant risks currently 
faced by Hong Kong businesses. Ransomware has made a name for themselves in the 
past few weeks due to the significant disruption they have caused to the business 
communities, government agencies as well as individual end-users. 

 Compliance risks is another significant area where businesses need to invest the time 
and resources to understand, plan and implement the processes and controls to 
comply with the relevant laws and regulations. 

“Unlike traditional 
computer terminals 
where we can implement 
security software such 
as fireware, antivirus, 
end-point protection 
etc., a refrigerator, a 
window shade or an 
electric extension cord 
with remote control 
capabilities that are 
connected through a 
home network can be 
easily penetrated by 
unauthorized persons 
with malicious intent. 
Although the electronic 
industries are catching 
up with the security 
implementation on IOT 
devices, the potential 
risk exposure 
associated with these 
new products is 
currently outpacing the 
related security 
measures and 
solutions.” 

 
What are the emerging risks and general technology risks? 
 Besides ransomware becoming increasingly popular due to the ease of execution and 

the magnitude of the damages, traditional cybercrime techniques including Phishing, 
Trojan horse, Social Engineering remain efficient and effective. One of the biggest 
emerging risks in the cyber arena is the lack of security measures on IOT (Internet-
of-things) devices. 

 Apart from implementing effective security solutions, we believe security awareness 
training is one of the effective measures to help minimize cybersecurity risks. Often 
times, cyberattacks and unauthorized access happen due to users not being aware of 
the potential risk exposure and as such they do not firmly adhere to existing security 
policies. 

 Many companies out there will only engage an external consulting firm to perform 
investigation and crisis management subsequent to a successful attack or 
exploitation by a malicious hacker. 

 Nevertheless, our recommended approach is to perform risk assessments regularly, 
heighten cyber-risk awareness, carryout testing procedures on an anonymous basis 
and design effective controls to address the particular identifiable risks.  

 
What sort of contingency planning can be implemented? 
 It is extremely important to have the right tone from the top and a comprehensive 

contingency plan in place, so that damages can be limited to a minimum level should a 
disastrous event occur. 

 Having a good contingency plan in place will help limit the damage and make sure day-
to-day operations can be restored to normal level in the quickest manner. 

 Some of our recommendations include: 
1. have an IT steering committee to drive the security initiative 
2. maintain an up-to-date Day 0 contingency plan that details all immediate steps that need to be taken, who to 

talk to (both internal IT support and external IT vendor) and their contact information, who would be the person 
to make executive decisions, where is the disaster recovery backup site 

3. what are the Day 1 procedures to assess damages and the follow-up steps to recover or restore information 

SCMP HKEX 17th anniversary http://www.scmp.com/topics/hkex-special 
 

http://www.scmp.com/topics/hkex-special


 

 

IT Trends 

 

Cognitive Security Is The Future, Says Martin Kuppinger 

Modern computing capabilities combined with cognitive technology have huge potential for tackling unknown 
attack patterns and addressing the security skills shortage. User organizations should investigate cognitive 
security now because that is the future. 

A key area where a cognitive computing approach can help is having the ability to correlate events in a way 
that companies can identify which security events are related to an incident or attack and are worth 
investigating. One of the biggest challenges today in security is to reduce the number of events that need to 
be analyzed, which is where the skills shortage is having the greatest impact, and this is where cognitive 
computing can help. 

http://www.computerweekly.com/news/450418477/Cognitive-security-is-the-future-says-Martin-Kuppinger 

 

Predictive Analytics: The Next Frontier In Business Intelligence 

Millions are being spent on collection of ‘historical’ data signals that capture a point in time. Far from being old 
and redundant, there is a way to predict the future using this data combined with predictive analytics. Gartner 
predicts by 2020, predictive and prescriptive analytics will attract 40% of enterprises’ net new investment in 
business intelligence and analytics. 

Predictive analytics gives users a platform to personalize and customize products and services. Businesses 
will have much greater control with the ability to anticipate needs and the capability to deliver tailored 
experiences. With greater diversification, the integration with IoT, anticipation of supply and demand and data 
visualization, predictive analytics will help the company become more competitive. 

http://www.information-age.com/predictive-analytics-frontier-business-intelligence-123466113/ 

http://www.computerweekly.com/news/450418477/Cognitive-security-is-the-future-says-Martin-Kuppinger
http://www.information-age.com/predictive-analytics-frontier-business-intelligence-123466113/


 

 

Cybersecurity News 
 
Hong Kong regulator SFC seeks input on tighter 
cybersecurity measures 

 
IoT-Driven DDOS Attacks On The Rise: Study 

The Securities and Futures Commission has proposed a 
range of measures to tighten cybersecurity for all of the 
500 Hong Kong stockbrokers and fund managers in the 
city, according to a consultation paper that seeks to collect 
views from the market over the next two months. 

The regulator’s action came after 27 hacking attacks on 12 
licensed financial firms in the 18 months to the end of March 
led to investor losses totalling HK$110 million (US$14.2 
million). The proposed guidelines set out 20 baseline 
cybersecurity requirements including two-factor 
authentication for client’s system logins and prompt 
notification to clients of certain activities seen in their 
internet trading accounts. 

 The number of denial-of-service (DoS) or 
distributed-denial-of-service(DDoS) 
cyberattacks doubled from 3% to 6% in 2016, 
due to the lack of sufficient security controls 
of Internet-connected Internet of Things (IoT) 
devices.  And of all IoT attacks, 60% originated 
from Asia, 21% from EMEA and another 19% 
from the Americas. The most likely reason for 
the high volume of attacks from Asia is that 
technology sourced from the region has 
historically been susceptible, and 
compromised infrastructure tends to be 
reused to perpetrate additional nefarious 
activities. 

http://www.scmp.com/business/banking-
finance/article/2093464/hong-kong-regulator-sfc-seeks-
input-tighter-cybersecurity 

 http://www.cxotoday.com/story/iot-driven-
ddos-attacks-on-the-rise-study/ 

     

Engineering firm contracted to Hong Kong-Macau bridge has server hacked, documents destroyed 

An engineering and design firm contracted to work on part of the multibillion-dollar Hong Kong-Zhuhai-Macau 
bridge had its computer system hacked in March, with project files locked and deleted. 

A server at their office was attacked by ‘ransomware’ software and some of the files were encrypted for 
ransom from staff. It was said that the staff immediately cut off the internet connection to the server and 
reported it to police, and that private personnel information had not been compromised because it was not 
stored on the hacked server. On-site engineers and contractor have already been requested to update their 
internet security software on the office computer networks so as to increase online security. 

http://www.scmp.com/news/hong-kong/law-crime/article/2093446/engineering-firm-contracted-hong-kong-
macau-bridge-has 
     

http://www.scmp.com/business/banking-finance/article/2093464/hong-kong-regulator-sfc-seeks-input-tighter-cybersecurity
http://www.scmp.com/business/banking-finance/article/2093464/hong-kong-regulator-sfc-seeks-input-tighter-cybersecurity
http://www.scmp.com/business/banking-finance/article/2093464/hong-kong-regulator-sfc-seeks-input-tighter-cybersecurity
http://www.cxotoday.com/story/iot-driven-ddos-attacks-on-the-rise-study/
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http://www.scmp.com/news/hong-kong/law-crime/article/2093446/engineering-firm-contracted-hong-kong-macau-bridge-has
http://www.scmp.com/news/hong-kong/law-crime/article/2093446/engineering-firm-contracted-hong-kong-macau-bridge-has


 

 

HKEX Updates 
 

The HKEX published two listing decisions on returned and rejected cases in 2016 

The HKEX listing decisions set out the reasons for some rejected and returned applications for IPO on HKEX in 
2016. Certain rejections were based on uncertainty on the suitability of applicants’ ownership and 
management and unsustainable business models. 

http://www.hkex.com.hk/eng/rulesreg/listrules/latestrelease/latest_release.htm 

 
M&A News 
 
HK$1 billion for Tam’s noodles? Japan’s Toridoll 
has the appetite 

 SFC warns on proper valuation of assets in M&As 

Toridoll Holdings Corp, Japan’s biggest operator of 
noodle shops and eateries and a listed company on 
the Tokyo Stock Exchange, will buy control of the 
Hong Kong company that operates Tam’s Yunnan 
Rice Noodles (譚仔雲南米線) outlets in the city in 
a takeover valued at 15 billion yen (HK$1 billion). 

The transaction drew considerable attention in 
media about the F&B sector in Asia. An acquisition 
of Tam’s was claimed by Delta Asia Securities to 
be a reasonable step for Toridoll “as the spicy 
taste of Tam’s Yunnan noodles is very easily 
acceptable” in mainland China and Southeast Asia. 
Which one will be the next target? 

 

The Securities and Futures Commission has warned 
company directors and financial advisers to ensure 
that assets are properly valued in all mergers and 
acquisitions to protect shareholders’ interests, or 
face punishment from the regulator. A guidance note 
on directors’ duties in the context of valuations in 
corporate transactions was issued on 15 May 2017. 

The SFC has become increasingly concerned that 
some listed companies are acquiring assets at 
unreasonably high prices or selling assets which are 
substantially undervalued. The responsibilities of 
financial advisers are also addressed in circular to 
them in relation to their advisory work on valuations 
in corporate transactions. 

http://www.scmp.com/print/business/companies/ar
ticle/2094430/hk1-billion-tams-noodles-japans-
toridoll-has-appetite 

 http://www.scmp.com/print/business/companies/article
/2094435/sfc-warns-proper-valuation-assets-mas 

  

http://www.hkex.com.hk/eng/rulesreg/listrules/latestrelease/latest_release.htm
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Upcoming Events 
 

Security Congress APAC 2017 

(ISC)² Security Congress APAC is an opportunity to network with over 350 information security professionals 
of all levels. This 2-day conference in Hong Kong offers you a platform to gain insight on the latest innovations 
on data security, cloud security, cyber intelligence, and emerging technology trends. Hear from respected 
cybersecurity experts and industry thought leaders from around the globe as they share their knowledge and 
international best practices through presentations, case studies and interactive discussions. 

Join the conference to learn more about: 

 Cloud Security 
 Critical National Information Infrastructure (CNII) 
 Emerging Technologies and Security 
 Governance, Risk and Compliance 
 Professional Development 
 Security Operations 

 
Date:   3 – 4 July 2017 (Monday & Tuesday) 
Venue:  Sheraton Hong Kong Hotel & Towers, 20 Nathan Road, Tsim Sha Tsui, Kowloon, Hong Kong 
Fee:  US$270 – US$360 (Discounts available for participants with discount code) 

 
http://apaccongress.isc2.org/events/-isc-security-congress-apac-2017/event-summary-
7f805a6862a3494891be229fb5ef7af2.aspx 

http://apaccongress.isc2.org/events/-isc-security-congress-apac-2017/event-summary-7f805a6862a3494891be229fb5ef7af2.aspx
http://apaccongress.isc2.org/events/-isc-security-congress-apac-2017/event-summary-7f805a6862a3494891be229fb5ef7af2.aspx


 

 

To find out more what RSM Consulting (Hong Kong) Limited can offer: 
 

RISK ADVISORY 
• Pre-IPO review of internal control systems 
• Internal control review (listed & unlisted companies) 
• Internal audit (out-sourcing & co-sourcing) 

• Corporate governance 
• Sarbanes-Oxley compliance and related services 
• IT risk assurance and consulting 

 

TRANSACTION ADVISORY 
• Transaction support 
• Financial advisory 
• Valuation advisory 

 

TECHNOLOGY AND MANAGEMENT CONSULTING 
• Management consulting 

• IT strategy review 
• Rapid assessment 
• Software selection 
• Project management 

• Technology consulting 
• System implementation 
• Cloud portfolio 
• Content management 
• Business intelligence 

• IT assurance 
• IT due diligence 
• Cybersecurity review 
• Penetration Testing 
• IT audit 

 
 
 
 
 
 
 
 
 
 
RSM Consulting (Hong Kong) Limited  
29th Floor, Lee Garden Two 
28 Yun Ping Road 
Causeway Bay, Hong Kong 
 
T: +852 2598 5123 
F: +852 2598 7230 
E: contactus@rsmhk.com 
 
www.rsmhk.com 
 
RSM Consulting (Hong Kong) Limited is a member of the RSM network and trades as RSM. RSM is the trading 
name used by the members of the RSM network. 
 
Each member of the RSM network is an independent accounting and consulting firm, each of which practices 
in its own right. The RSM network is not itself a separate legal entity of any description in any jurisdiction. 
 
The RSM network is administered by RSM International Limited, a company registered in England and Wales 
(company number 4040598) whose registered office is at 50 Cannon Street, London EC4N 6JJ. 
 
The brand and trademark RSM and other intellectual property rights used by members of the network are 
owned by RSM International Association, an association governed by article 60 et seq of the Civil Code of 
Switzerland whose seat is in Zug. 
 
© RSM International Association, 2017 
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