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SPECIAL REPORT: GLOBAL RANSOMWARE ATTACK 
Petya (also known as Petrwrap/PetyaWrap) 
 
What happened in the last 24 hours? 
Petya - a massive ransomware outbreak has been spreading rapidly across the globe in the last 24 hours. The outbreak 

hitsa significant number of critical infrastructure providers in Europe and North America. Petya is a dangerous piece of 

ransomware and works very differently from other similar threats. Unlike traditional ransomware, Petya does not encrypt 

files on a targeted system one by one. Instead, Petya reboots a victim’s computer, encrypts the hard drive, and restricts 

access to the full system by seizing information about file names, sizes, and location on the physical disk. Petya also replaces 

the targeted computer's master boot record (“MBR”) with its own malicious code, which then displays a ransom message 

demanding $300 worth of Bitcoins and leaves the infected computer unable to boot and reboot. Within a very short period 

of time, Petya has caused serious disruption at many global organisations. Ukraine initially appears to be the most severely 

affected country, with a large number of European-based and U.S.-based organizations also being targeted. Businesses are 

basically forced to suspend operations and perform disaster recovery procedures around the clock. 

Countries Example(s) of Affected Institutions & Companies  

Ukraine Government, National Bank, Transportation services 

Denmark A.P. Moller-Maersk, Heritage Valley Health System 

United States Mondelez, Merck, DLA Piper 

Russia Evraz, Rosneft 

 
What are the preventive measures? 

 Install software updates - All Windows users should install the MS17-010 system security update 

 Create file backups - Back up files regularly and store the copies on storage devices that are not constantly 
connected to the network 

 Use security software - Choose a proven internet security software that can effectively detect and deter the 
ransomware both locally and over a network 

 Plug the holes  - Ensure router and firewall software has effectively blocked port 445 inbound to all 
internet-facing Windows systems 

 Restrict users’ ability - Restrict users’ permission to install and run unwanted software applications 

 Avoid enabling macros - Avoid enabling macros from email attachments, and block email messages with 
attachments from suspicious sources 

 
What RSM offers? 

Cybersecurity Strategy  Employee Education  Third Party Assurance 
• Assess your technology risk profile 

• Review your cyber control 
framework and evaluate protection 
against emerging threats 

• Perform penetration test to identify 
vulnerabilities 

 • Provide security awareness training 

• Examine your cyber awareness 
programs 

• Prepare a formal cyber incident 
management process 

 • Review 3rd party security 
measures in protecting your data 
integrity 

• Examine the security of data 
transmission and sharing 

• Ensure 3rd party conformity with 
your data security policies 
procedures 

To find out more about our cybersecurity services, please contact tmc@rsmhk.com or +852 2508 2820. 
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