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No organization is immune to cyber risk

|am planning to put cyber risk as one of my risk management initiative for this year, however
my CEO think that it is not necessary because our organization is non high tech. Is there any
reference on which industries that need to consider cyber risk in its risk assessment?

For some, the terminology
of Cyber Risk is unthinkable
and unlikely to occur , espe-
cially when you work at an
organization with simple IT
environment.

The common perceptionis
that cybercriminal only in-
terested in companiesin
certain industries such as e-
commerce, bank, telecom-
munication, unfortunately
the fact say otherwise. The
recent Panama Papers
scandal has proven that.

Data Theft

Mossack Fonsecaisnot a
high-tech company;itis a
law firm and corporate ser-
vice provider. What has
happened was someone
with unauthorized access
steals 2.6 terabyte data
from their database. The
data consist of 11.5 million
files that contain client's
confidential data from 40
years ago that connect
more than 214,000 offshore
companies to peoplein
more than 200 countries.

We do not know whether
the “attacker” ask for some
money from Mossack Fon-
seca or from the people on
thelist before they "share”
the file to ICI) (The Interna-
tional Consortium of Inves-
tigative Journalists).

However one thing for sure
is that the Panama Papers
has harm Mossack Fonseca
reputation as well as the
peopleinthelist.

Ransomware

Let me give you another
example of cyber risk that is
not targeting complex IT or
a high-tech company, there
is a phenomenon of ran-
somware attacking
healthcare industry andin-
dividual.

Ransomware s a type of
malicious software de-
signedtoblock accesstoa
computer systemuntila
sum of money is paid.

Once your computer is in-
fected by ransomware, you
cannot access your docu-
ment important files, photos
or even music in your com-
puter before you pay some
money to the “attacker”.

Last month, attackers took
computers belonging to the
Hollywood Presbyterian
Medical CenterinLos Ange-
les hostage using a piece of
ransomware called Locky.
Computers were offline for
more than a week until offi-
cials caved to the extor-
tionists' and paid the equi-
valent of $17,000 in Bitcoin.
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How about in Indonesia?

A couple months ago, one of
graphic designer in Indone-
sia was also being a victim
of ransomware.

All Sectors are Prone to
Cyber-Attacks

From some of the samples
provided, we can see that
no single organization isim-
mune from cyber risk.

The need for a cyber risk
assessment is not deter-
mined by the complexity of
IT used in an organization,
and the risk is not exclusive
only for certain industries.

Every organization needs to
have a cyber risk assess-
ment. All sectors are prone
to cyber-attacks, and those
attacks could be of any na-
ture and they have the po-
tential to damage not only
therecords, but also the
reputation of your organi-
zation.

The minimumiis to identify
what impact does the cyber
world brings to your organi-
zation.

From there, you can design
a mitigation plan and action
toreduce the likelihood of
its happening as well as to
reduce the exposure of it
when it happens.
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¢ Data andinformation
are important and
valuable asset in this
digital age.

o Needfor acyber
risk assessment is not
determined by the
complexity of IT within
an organization.

o Cyberrisk
assessment is needed
toidentify exposures
and to design the
mitigation plan.
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