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BE MINDFUL TO THREATS

AROUND YOUR ORGANIZATION

As Covid-19 continues to reach new milestones and furtherimpact theeconomy, businesses are
experiencing unprecedented disruption. From supply chain issues and diminished workforce mobility; to
severe supply chaininterruption, threats to organizations are realand intensifying rapidly. Even more, we
arefacing the new era thatrequires the usage of technology to conductregular activities such as meeting
with clients or colleagues, virtual payment, online shopping, etc. Everyone should be aware of new
potential fraud occurredby using technology, betterknownas cybercrime.

We conducted anonline survey about threats toorganizations with respondents from 18 industries with
the majority (70%) of job responsibilities haveties to risk management practices.

This survey wasintended toget a better understanding of fraud or potential fraud that may occur,
considering theincrease of technology usage during this pandemic. We believe this survey willincrease
our awareness of potential fraud asit canhappen around your organization.
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RESPONDENTS

This survey focuses on the 132 respondents fromindividuals thataremostly responsible for aspects of
GRCinternalto their organization’s operations. The survey was fielded at the mid of 2020.

The largest array of the respondents came from Government (21%), followed by Banks (15%) and
Commercial & Professional services (9%) — all from Indonesia.
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Figure 1: Industry

SIZE OF ORGANIZATION
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b rupiah
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m 1000 - 5000 m 1- 4.9 billion
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m> 5000 m > 5hillion rupiah
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Figure 2: Number of Employees Figure 3: Annual Revenue
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GENDER

= Female

= Male

Figure 4: Gender

TYPES OF MISCONDUCT
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Figure 5: Age

Fraudisanyintentional actor omission designed to deceive others, resulting in the victim suffering a loss
and/or the perpetrator achieving a gain'. Referring to Fraud Tree (Occupational Fraud and Abuse
Classification System) thereare 3major types of occupational fraud: Corruption, Asset Misappropriation,

and Fraudulent Statements.?

THE FRAUD TREE

OCCUPATIONAL FRAUD AND ABUSE CLASSIFICATION SYSTEM

Asset Financial
Misappropriation Statement Fraud
; . B

Figure 6: Fraud Tree

Nowadays, data and interconnectivity are
crucialelements for the industries. Smart
manufacturing offers some new benefits, such
asgreater accesstodataacrosstheentire
supply chain network, higher quality products
andinnovation,moremanufacturing jobs and
energy efficiency. On the other hand, the
characteristic of their interconnectivity carries
somerisks to their datasecurity. It creates a
big opportunity for those who wantsto do
cybercrime such as hacking, malware, social
engineering, privilege misuse, etc. since they
understandthat the security systemwilbe
vulnerable tobe exploited dueto thefact that
there are other connecting devices. Therefore,
in this survey we also add cybercrime tothe
category due totheincrease of technology
usage.

T Committee of Sponsoring Organizations of the Treadway Commission (COSO) — Fraud Risk Management Guide Executive

Summary, p. 3
2 Association of Certified Fraud Examiners (ACFE)
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SUDDEN SHIFT TO VIRTUAL WORKING ARRANGEMENT HAS INCREASED CYBERSECURITY

CURRENT CHALLENGES

In this time of pandemic, changes in how people do their work are inevitable. Aimost allrespondent (93%)
stated thattheir organizationimplement WFH. Only 6% did not, and 1% working with shifts.

Many organizations decided to implement work fromhome (WFH) system andadvise their employeeto
stay safe at homeandnot conducting activities as the way it used to be and using video conferencing
applications to communicate with each other and other virtual working arrangementin replacement of the
previous physical attendance. The Ministry of Communication and Information Technology also stated that
the use of internet applications has beenincreased up to 40% during the pandemic.?

= Yes
= NO

u Other

Figure 7: During this pandemic, many companies implemented Work from Home, is your
company one of them?

With the increase of virtualmode in working, there is an increase on the potential for cybersecurity threats
due to the use of virtual private networks (VPN), mobile devices, or third-party applications to support
activities of employees who work remotely and/or WFH that is not accompaniedby adequate security
systems.

3 Ministry of Communication and Information Technology of Republic Indonesia
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